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Research Problem

Collaborative operations of a network of
Unmanned Aerial Vehicles (UAVS) to achieve a
common objective Is a recent research trend [1].

However, as these smart devices are targets of
adversaries, they need to maintain safe
communication with each other while avoiding
fuel outage and mid-air collisions, as well as
reducing possibilities of being compromised [2].

We present the model and implementation of a
formal verification tool that takes different UAV
parameters, safety requirements, and resource
constraints as input and verifies the safety of the
network.
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UAVs can be vulnerable because of having
iInadequate fuel, being too close to neighbors, or
too few neighbors to communicate with.

Challenge and Objective

 Any vulnerable UAV needs to be Instructed
Immediately to return to a safe territory.

« Satisfying all the requirements of the mission
and constraints of the resources, given the UAV
properties of a large network Is a multi-
objective combinatorially hard problem.

« As no other work In the literature solve the
same kind of problem, to the best of our
knowledge, we propose a formal method-based
framework.

Framework

« The framework formally models the UAV
parameters such as remaining fuel, current

position, their velocity and  direction,
communication ranges, and weather
conditions.

« The framework can solve the model and
provide a solution that denotes whether a
network Is safe from cyberthreats or not.
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Fuel Model

 Remaining flying time of a UAV depends on the
remaining fuel, and the resultant velocity of the
speed of the UAV itself and the wind speed along
with their directions.

« A UAV has adequate remaining fuel if the
remaining flying time Is greater than or equal to a
certain threshold.
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Position Model

 Any two UAVs should always maintain a safe
distance to avoid mid-air collision.

* The distance, namely, Isolation, Is calculated as a
triangle formed by the paths after a pre-specified
time from the current instance, according to the
velocity of the UAVs, and their current positions.
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 One UAV Is considered to be In range If it has
some neighbors within its specified range.

 Two communicating UAVs should be within a safe
range so that seamless communication IS
possible.
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Reachability Model

 All the UAVs should have multiple paths to
communicate with the navigator, maintaining low
latency [3].
VieTVvev, dogy Reachable, s+ — pViep, ,  1,J €1
A Uav;s N Uav;y

A InRelRange; ; ; N (Z [ < Hopyy,)
l

Overall Constraints and Requirements Model

The system Is not safe If at any time, there exists
at least one UAV that, although being alive, does
not have safe remaining fuel to return to a
refueling station, or does not maintain a safe
position with respect to others, or cannot reach
the navigator successfully.

We model our solution as an assertion of non-
safety of a UAV network.
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Prototype Implementation

We encode the model in Satisfiability Modulo
Theory (SMT) logic.

We use z3, an efficient SMT solver for the
Implementation.

The solver returns an unsatisfiable result If there
IS no threat (no vulnerable UAVS) to the network.

The solver provides a satisfiable result if the
network Is not safe In terms of all the
requirements and constraints.

The solver tells the user which UAV is vulnerable,
l.e., IS not safe in terms of remaining fuel, position,
or reachabillity to the navigator.

A Synthetic Case Study
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* Position and direction of 10 UAVs plotted on a

Cartesian plane.

According to the position, velocity, direction,

wind  velocity, remaining fuel, range,

connectivity, and other information provided
from an input file, the tool returns a satisfiable
result for this network.

* This means that the network Is not safe.

* The tool also informs that UAV 6 and 7 are not
In safe distance, and there is a possibility of
mid-air collision within the verification time
specified by the user.

This can be avoided by instructing UAV 6 to

change its position to coordinate (2000, 250).

Input File for Case Study

# Number of UAVsS

10

# UAV x-coordinates

100 250 500 1000 1000 2000 2000 3000 3000 3500
# UAV y-coordinates

100 1750 1000 500 2000 500 1500 500 1000 1000
# UAV velocities (m/s)

50 55 60 45 55 60 50 55 50 60

# UAV angles (degree with x-axis)

30 45 40 45 35 85 45 40 50 45

# UAV ranges (m)

2000 1200 1500 3500 2500 2000 1800 2400 1100 1100
# Remaining fuel (I)

50 35 3540 30 25 30 30 25 20

# Wind speed (m/s)

20
# Wind direction (degree with x-axis)
20
# Verification period (s)
30
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Verification time Increases almost linearly

with the Increment of number of UAVS,
proving the scalabillity of the tool.
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With the Increment of avg. velocity of the
UAVs the number of unsafe ones also
Increases. All these results are from
satisflable solutions of the model.
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