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What is CAN?
Controller Area Network (CAN)

Controller Area Network
The CAN Bus exists as the primary 
network in modern automobiles. It 

accounts for communication between 
electronic control units which operate

the car.

• Develop a solution which can detect 
cyberattacks in real-time regardless of vehicle
make, model, or type.

• Establish a normal operating baseline on any
CAN and subsequently detect anomalous 
messages.

• Deploy a pluggable device which has the 
ability to monitor a CAN and alert the driver in 
case of a cyberattack.

• Validate approach by detecting a real attack 
on a moving vehicle.

• Vehicles are driven by many electronic 
control units which communicate via CAN.

• CAN has many inherent vulnerabilities. For
instance, researchers can arbitrarily inject
messages in order to influence vehicle
operation.

• Previously demonstrated attacks have
removed safety-critical functions from the
vehicle, such as disabling the brakes on a 
moving vehicle [1].

• There is no reliable way to detect or prevent
these attacks.
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• Following the data collection phase, we will develop the algorithms necessary to deploy on a vehicle to detect 
cyberattacks.

• Using our automotive electronics testbed, we can rapidly prototype intrusion detectors which will next be used 
with a vehicle.

• We plan to expand on past work to understand and define unknown CAN message contents.
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• Automotive CANs present a massive attack 
vector within complex, expensive machines. 

• Developing after-market protection which 
work regardless of vehicle make and model is
difficult due to lack of standardization among 
CAN definitions.

• Mandated diagnostic protocols operate via
CAN, this allows us to analyze network traffic
during diagnostic requests to match patterns 
being transmitted elsewhere on the network.

• The use of consumer electronics (such as
Raspberry Pis) have allowed for rapid 
prototyping and development of automotive 
applications.

• Vehicles are expensive and it can be 
dangerous to experiment on a moving car. A 
testbed has proven instrumental in 
completing our research.

• Current state-of-the-art intrusion detection 
methods do not reliably detect advanced 
attacks, so a modern solution is necessary to 
address this critical problem

Data Generation & Collection 1) Collect ambient CAN data and CAN 
data with emulated attacks.

2) Develop a vehicle-agnostic algorithm 
which profiles the standard network 
messages during normal operation.

3) Use a message-content-based 
detector to determine anomalies in 
order to prevent or detect
cyberattacks.

Raspberry Pi CAN Collection device

Although CAN is easily 
manipulated, manufacturers do not 
disclose the functional encoding of 
the traffic 

We can map messages by 
translating diagnostic queries into 
raw CAN bits [2]. 

Results from diagnostic query

Automotive electronics testbed

ORNL’s Vehicle Security Lab

Conclusions
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• Data from an assortment of vehicles is required. Therefore, we built numerous inexpensive 
collection devices using consumer electronics such as Raspberry Pi and Arduino boards.

• ORNL’s Vehicle Security Lab has been instrumental in obtaining network traffic in a safe, 
controlled environment.

• Due to the cost and complexity of automobiles, an automotive electronics testbed has been 
incredibly valuable in rapid prototyping for experimental designs.


