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makes it difficult to apply traditional techniques for ICS developed using the SWaT dataset.

protection. This research work, therefore, proposes a novel
approach using neural networks with one-class objective
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From Table 3, it can be realized that our model was
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From Fig. 3, r is first initialized, and the model uses Table 1: Hyper-parameters of the best model

backpropagation to learn the parameters (w, V) of the n
neural network. The model then updates r and once 0.016 Sigmoid

convergence is achieved, the scoring function §,,.,
labels the data points as normal and anomalous
instances. Fig. 4 represents the model architecture of
the neural network with one-class objective function.

The viability of anomaly detection in ICS based on
neural network with one-class objective function is
demonstrated. The model framework was evaluated
on the SWaT dataset. In comparison with previous

2. OBJECTIVES

* Present a neural network with one-class objective function
for anomaly detection in ICS

* Evaluate the network on a real-world dataset (SWaT dataset)

 Compare our approach against previous works

The performance metrics of evaluation were precision,
recall and Fl1-score. Table 2 summarizes the results of our
approach as compared to other state-of-the-art techniques.

works, our  technique showed  significant
improvement in terms of attack detection capability
and computational complexity, and this shows that
the technique is suitable for use in real ICS scenario.

Table 2: Results comparison between different detection
methods on the SWaT dataset
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